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Introduction

The Trusted Notifier Network (TNN) is a neutral
nonprofit that strengthens Internet Governance
through cross-industry cooperation.

We support timely, responsible resolution of online
harm by promoting accuracy, due diligence, and
transparency in notice-and-takedown, balancing
enforcement with fundamental rights to uphold trust
and accountability online.

Organization Overview

Trusted Notifier Network (TNN) is a
Company Limited by Guarantee
(CLG). We are not-for-profit, but
not a charity organization with tax
exemption.

Profits will be used to further the
company’s social goal — advancing
Internet Governance.
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® 2021-2023

e TWNIC and DotAsia Organization
TWNIC and CSC

CSC and ID-CERT

CSC and .TOP Registry

CSC and LINE Taiwan Limited

® 2024 - 2025

e Nominet and TWNIC
Nominet and DotAsia
TWNIC and LdotR

PwC Darklab and HKIRC
LdotR and .TOP Registry




The
Problem



K Goals: reduce cost & minimize risks.\
 Templated responses to templated

requests.

e Ever advancing
techniques!

e More victims,

more money!
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The Unfair Cost Transfer






Abuse is still happening.
Takedown requests are not getting better.
Governments try to combat crime with regulations.
Intermediaries bear the cost with little incentive.

Everyone is extremely unhappy.






Reduce cost and Cross-Industry

Improve Involve the
detection and governments.
takedown.

cooperation and
data sharing.

risk for Internet
Intermediaries.




OUR GOALS

Notifiers verify

Better quality, accuracy,
and credibility of
takedown requests.

W

Authenticated notifiers

Human review
(of LEA Requests)

Indemnity More confidence for

intermediaries to act.
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P Trusted provider detect abuse and
VERIFY with brand or victim.

and ensure procedural diligence.

Case passes to TNN — must satisfy trust
9 criteria — Verified, Indemnified, Non-
Automated, Accurate (VINA).

Notifiers
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MONITORING
SYSTEM

) - We use our own engine to
perform due diligence
check at TNN.

» Especially critical for LEA

who are less familiar with
the industry definition.
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9 Notices to TNN are standardized and codified. INTERMEDIARIES

(E.g. FIRST’s DNS Abuse matrix and XARF)

Combine our review with intermediaries’ feedback
to evaluate whether the Notifiers should be

trusted or distrusted. Q
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-> Restructure commercial interests to INTERNET
ensure sustained trust. INTERMEDIARIES

H OW T N N Wo r ks 9 TNN will send the notices to the appropriate intermediaries

9 All takedown notices from the TNN will be fully verified and

Br.an.d / , L , indemnified by the brand owner through the network.
Victim 9 Obtain verification and along with legal
Lr:::lzrll;mty from the brand to act on their 0 Intermediaries priortise the takedown.
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The Cost Transfer: REVERSED &
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How it works

for the LEAS




 Official law enforcement agencies and other competent national
authorities can join TNN without qualification.

LEAS

e TNN will perform additional checks on every single notice:

@ @ @
J O I n I n g Y For known victims (e.g., phishing targeting a particular bank):

verify via the TN network.

I N N Y For unidentifiable victims (e.g., Nigerian Prince), TNN will trust

LEA reports but will use the TNN scoring system to verify and
determine appropriate channels.

e LEAs must recognise that notices will follow industry standard
to ensure procedural diligence.

e LEAs must provide indemnification to TNN and Intermediaries.



Cross-industry

cooperation
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